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6 kpeuri / 180 roumH 7-1, 8-11 — 4-r0 pOKy HaBYaHHS

MoBa BUKJIagaHHA

YkpaiHcbKka

AHoTanis
TUCIHHUILTIHA

Hucuumiina «be3neka KOMI'IOTEPHUX MEpEX» € CKIAJOBOI0 IHKITY
JUCLHUIUTIH TpodeciiHol MiAroToBKM (axoBOro MOJOALIOro 0OakanaBpa 3
KOMII'TOTEPHOI 1HXKEeHepii.

Huctumrnina «be3neka KOMIT'IOTEpHHX Mepex» CHpsMOBaHA Ha
dbopMyBaHHS y CTYACHTIB Cy4aCHOTO piBHS 3HaHb, YMiHb 1 HaBHKIB
opraHizoByBaTH Oe3IeKy TepUMeTpa Mepexi, IHPpacTpyKTypHUX HPUCTPOIB Ta
KIHIIEBUX TPHUCTpoiB. HaBYWMTHCS OCHOBHMX NPHHLMIIB pPO3POOKH Ta
BUKOPHCTaHHS CyYacHHX TEXHOJOTIH 3axucTy iHdopmalii 3 MoJanpliuM iX
BUKOPHUCTaHHSAM Y IpOQeCiitHii MisITBHOCTI.

o 0yne BuBuUaTucs
(mpeaMeT HABYAHHS)

ba3oBi TeopeTHuHi acreKTH MepeXHOi Oe3NeKH; OCHOBHI THUIH Ta €TaIu
peaizarii aTak; 6e3neka 0e3MpOBOAOBUX MEPEXK; 3ac00U 3a0e3MeUeHHs Oe3MeKH
MepesK; TEXHOJIOTIi BipTyaJbHHUX MIPUBATHUX MEPEX T aHOHIMHUX KOMYHIKaIlil.
[lpuninserbes yBara 3axucTy NaHUX IiJ 4ac IMPOXODKECHHS ITyOJIiYHOIO
MEPEKEI0, PO3TIIAIAITHCS MOXKIINBI aTaku Ha LAN Ta MeToIu 3aXKMCTy BijJ HUX.

Yomy ne
HiKaBO/MOTPiOHO
BUBYATH (MeTa)

[lopymennst Oe3nexkd Mepexi MOXKe HOPYIIUTH €JIEKTPOHHY KOMEPLIIO,
MIPU3BECTH JI0 BTpaTH Oi13HEC-IaHKX, 3arPOKyBaTH PUBATHOMY XKHTTIO JIFOJIEH, 1
MOPYIIUTH MUTICHICTD 1HPOopMartii. L{i mopynieHHs MOXXYTh IPU3BECTH JIO BTPATH
JIOXOJIy KOPIOpalild, KpafiKKK IHTEIIEKTyaJbHOI BJIACHOCTI, 1 BIATYKHYTHCS
M030BaMH, @ MOXXYTh HaBITh 3arp0oKyBaTH TPOMAICHKiil Oe3merri.

[MigTprMka Ge3rekn Mepexi € 3amopyKo 0e3leKd KOPUCTYBaUYiB MepexKi i
3axuIlae KoMepIliiiHi intepecu. lle BuMarae muibHOCTI (DaxiBI[B 3 MEPEKHOI
Oe3meku opranizauii, BOHM MalOTh IOCTIHHO OyTH B Kypci HOBHX 3arpo3 i aTak Ha
MepesKi, Bpa3IUBOCTEH PUCTPOIB 1 3aCTOCYHKIB.



http://college-chnu.cv.ua/pages/files/8c639233ba5d/072_Finansu.pdf

Yomy MOKHA HABUNTHUCS
(pe3ysibTaTH HABYAHHS)

PHO2. Cucremarr3yBaTH Ta y3arajibHIOBaTH 1H(POpPMAIIO TPO MiIXOIH,
METOAM Ta 3aCO0M PO3POOKHU CYIPOBOY IPOTPAMHOTO 3a0e3MeUeHHSI.

PHO3. 3acTocoByBaTtu criemiani3oBaHi eMIIIPUYHI Ta TECOPETUYHI 3HAHHS V)|
cdepi iHKeHepii MPOrpaMHOTo 3a0e3MEeYCHHS.

PHOS. Po3po06:1sTi Ta CyIIpoBOKYBATH ITporpamMHe 3a0e31eueHHS.

PHO08. AnanizyBaTi BUMOTH JI0 IPOIPAaMHOT0 3a0€3MeYeHHS.

PHO09. Po3yMiTH OCHOBHI NMPHUHIIUIIK KOMaHAHOI poOOTH TpH PO3pOOIL
[IPOrPaMHOTO 3a0€3MCUCHHSI.

PH12. BripoBaykyBaTH 1 CyIpoOBOIKYBaTH IPOTPaMHI MPOIYKTH.

PH13. CoinkyBatucsi yKpaiHCBKOIO Ta  1HO3EMHOIO MOBOIO YCHO 1
[MMCHEMOBO 3 MMUTaHb 1HXKEHEPil IPOrpaMHOro 3a0e3MeUeHHS.

PH14. Po3ymitu mnpeamerHy o01acTh, 3aCTOCOBYBATH 3HAHHS Y|
podeciiiHii TiTbHOCTI.

PHI1S. Anani3yBatu Ta y3araJbHIOBaTH HEOOXinHY iH(OpMaIliio 3 pi3HHX|
pKepeln Ta pecypciB Juist po3B’sizaHHA MpodeciiHuX 3a/1a4 3 ypaXyBaHHSIM
Cy4acHUX JOCATHEHb iHPOPMALiIHHUX TEXHOJOTIH.

Ak MokHa
KOPHUCTYBATHCH
Ha0yTUMH
3HAHHAMH | yMiHHAMM
(KOMIETEHTHOCTI)

3K03. 3paTHICTh CIHIKYBAaTHCS JIEP)KaBHOIO MOBOKO SIK YCHO, TaK i
[IICHMOBO.

3K04. 31aTHICTb CHIIIKYBaTHCS 1HO36MHOIO MOBOIO

3K0S. 3HanHs Ta pO3yMiHHA mpeaMeTHoi o0jacTi Ta pPO3yMiHHS
podeciitHOl AisTTBHOCTI.

3K06. 3naTHicTh 10 TOLTYKY, 0OpOOJIeHHs Ta aHami3y iH(opmalii 3 pi3HUX|
oKepen.

3K07. 3naTHICT 3aCTOCOBYBATH 3HAHHS Y IPAKTUYHHUX CUTYaIlIsIX.

CKO03. 3naTHICTh 3aCTOCOBYBAaTH TEOPETHYHI Ta e€MIIpUYHI 3HAHHS )|
[PO3pOOIJICHHS, TECTYBaHHS, BIPOBA/UKEHHS Ta CYNPOBOAY IPOrPAMHOTO
3a0e3neueHHs.

CKO04. 31aTHiCTh TOTPUMYBATHCS CTaHIAPTIB MPU PO3POOII TPOTrPaMHOTO
3a0e3neueHHs.

CKO05. 3natHicTh OpaTy y4acTh y BU3HAUE€HHI Ta OPMYJIIOBaHHI BUMOT 10
[IpOrpaMHOTro 3a0e3Me4YeHHs .

CKO06. 3parHicte OpaTh ydacTb Yy MPOEKTYBaHHI MPOrpaMHOTO
3a0e3neueHHs.

CKO07. 3paTHICTH po3poOJsITH MOAYIl 1 KOMIIOHEHTH HPOrpaMHOro
3a0e3neueHHs 3a JOITOMOI 00 TUITOBUX aJITOPUTMIB Ta IHCTPYMEHTIB.

CKO08. 3natHicTh 3a0e3neuyyBatd 1HQOpMaliiiHy Ta (YHKIIOHAJIbHY)
0e31eKy MporpaMHOro 3a0e3neueHHs.

CK09. 3patHicTh BuUOMpaTH Ta BUKOPHUCTOBYBATH  e(EeKTHBHI
IHCTpYMEHTaJIbHI 3aC00U PO3POOKHU MPOrPaMHOI0 MPOIYKTY.

CK10. 3paTHiCTh peani3oByBaTH BCl €TalMd JKUTTEBOIO  LIUKITY]

[MPOTPaMHOTO 3a0e3TMECUCHHS




CTpykKTypa AUCHUIIIHA

PO3/ILJ 1. CYYACHI 3ATPO3H BE3NENI IHOOPMAIIMHOT
CUCTEMHA

Tema 1. OyngamMeHTaNbHI IPUHITAIHN O€3MEKH

Tema 2. Bipycu, XpoOaku, TPOSHCHKI KOHi: TEXHOJIOTIT [Iii Ta MpOTUAi1

Tema 3. OCHOBHI IpyIH aTaK, IX XapaKTePUCTUKK Ta PUKIAIN

PO3/ILI 2. BESNNEKA MEPEKHUX ITPUCTPOIB
Tema 4. be3neka MepeKHOTO AOCTYILY
Tema 5. ABTenTHdiKamis, aBTOpU3aIlisi Ta 00JIIK
Tema 6. besneka kinnesux cucreM iHppacTpyktypu LAN

PO31JI 3. BAXUCT TPA®IKY
Tema 6. Bposamkenns cuctem Firewall
Tema 10. Cuctemu nonepekKeHHsI BTOPTHEHb
Tema 12. BipTyanbHi npuBaTHi Mepexi
Tema 13. MeTtoau kepyBaHHSs 6€3MEKOI0 KOPIIOPATHBHOI MEPExX

MixknpenmeTHi 3B’ A3KH

bazoBuMu  gumcnuruiHaMM  TpM BUBYEHHI  gucHHIDIiHE - «besmeka
KOMIT IOTEpHUX MEpeX» € Taki AUCHHILIHU K «OCHOBU MPOrpamyBaHHS Ta
ANTOPUTMIYHI MOBHY», «APXITEKTypa KOMIT 10Tepay, « KoM’ 1oTepHi cucreMu Ta
Mepexi», «O0’eKTHO-OpiEHTOBaHE MPOTPaMyBaHHS.

Y nopaneIioMy 3HaHHS Ta BMiHHS, OZICp KaHi IPYU BUBYCHHI Ii€1 TUCITUILTIHHY,
BUKOPHUCTOBYIOTBCS Y CIEIaTIbHUX 1 MPodeciiHO-0pi€eHTOBAaHUX JUCHIUILTIHAX.

IToniTka oiHIOBAHHA TA
aKkageMiYHOI 100poYecHOCTI

[omiTnka mOTpUMaHHS aKageMiqHOI JOOPOYECHOCTI (BIAMOBITHO 10 3aKOHY
VYxpaiau «IIpo ocBiTy») — «BuKiIagaHHS HABYAIBHOI TUCIUTUTIHU IPYHTYETHCS
Ha 3acajax aKaJeMiuHOoi JOOPOYECHOCTI — CYKYIMHOCTI €THYHHUX NMPUHIHUIIB Ta
BHU3HAYCHHUX 3aKOHOM TPaBHJI, SIKHMH MAalOTh KEPYBATHCS YYACHHKH OCBITHHOTO
npoliecy IijJl yac HaBYaHHs, BUKJIaJaHHs Ta MMPOBAKCHHS HAyKOBOI (TBOPUOT)
JUSIBHOCTI 3 METOH 3a0e3IedeHHs JIOBIpHU JI0 Pe3yNIbTaTiB HaBYaHHs Ta/abo
HAyKOBHX (TBOPYMX) JIOCSATHEHb.

[opymieHHsIMM ~ aKkaJieMi4HOT JTIOOPOYECHOCTI BBAXKAIOTHCH:  aKaJIeMIYHHUN
riariat, camoruiariar, ¢abpukanis, ¢anbcudikamis, CHUCYBaHHSA, OOMaH,
Xxa0apHMIITBO, HEOO EKTHUBHE OIIIHFOBAHHSL.

3a nmopyuieHHs akaaeMiqyHo1 J0OpoUecHOCTI 3100yBadi OCBITH MOXYTh OyTH
MIPUTATHEHI 10 TaKoi akaJieMiYHOi BiJIMOBIIaIbHOCTI: TIOBTOPHE MPOXOKEHHS
OIIIHIOBaHHSI (KOHTPOJIbHA POOOTA, ICIIHT, 3aJIK TOIIO); TOBTOPHE MPOXOIKEHHS
BIIITOBIAHOTO OCBITHHOI'O KOMIIOHEHTA OCBITHHOL
MPOTPaMH.

CriucyBaHHS TiJi Yac KOHTPOJBHHX (MOIYJIBHHX) POOIT Ta eK3aMEHiB
3a00pOHEHO (B TOMY YHKCII i 3 BAKOPUCTAHHSAM MOOLIBHUX JIEBAKCIB).




PexomengoBana
JiTepatypa

OcHoBHa (0a30Ba)

1. Bypsiuok B.JI. Texnouorii 3a0e3neueHHst 0e3meku MepekeBoi iHppacTpyK-
typu. [ligpyunuk / B.JI. Bypsuok, A.O. Anocos, B.B. Cemko, B.}O. Cokosios,
II.M. Cxnamannuii. — K.: KYBI', 2019. — 218 c.

2. Inpopmaniiina Oesnexa B KOMIT IOTEpPHUX Mepekax : HaB4. 1mocid. / O. A.
Cwumipnaos, O. K. Konomineka-Cnobonentok, C. A. CmipHoB [Ta iH.]; M-BO
OCBiTH 1 Hayku YKkpainu, LleHTpampHOyKpaiH. Hall. TeXH. yH-T. -
Kponusuuupkwuii: Jlucenko B.®., 2020. — 295 c.

3.3axuct iHdopMmalii B aBTOMATH30BaHMX CHUCTEMax YIpPaBIiHHS:
HaBuainbHuil nociouuk / Yxman. ILA. ITinekeBuy, H.M. Jlo6anuukosa, K.B.
Momnonernpka. — XXuromup: Bun-so XKJ1Y im. 1. @panka, 2019. — 226 c..

4. Opranizaniss komm'totepHux Mepex. FO.A. TapuaBcbkuii, [M.
Kyspmenko. — Enextponni Tekctosi nai. — Kuis: KIII im. Irops Cikopcebkoro,
2019. - 259 c.

5. Kibepbesmneka: cydacHi TexHoorii 3axucty. HaBuanpHuiA MOCIOHHUK ISt
CTyJeHTiB BUIUX HaB4danbHuX 3akmafniB. / C.E. Ocramos, C.II. €Bcees, O.I'.
Kopons. — JIsBiB: «Hoswuii Ceit- 2000», 2020. — 678 c..

6. Omidep, B.I'. besnekap komm'torepanx Mmepex / B.I. Omidep, H.A.
Omidep. — M.: I'apsiaa ninisg-Tenexom, 2019. — 644 c.

JlonomizkHa

1. 3axwucr iHdopmalii B KOMI FOTEPHUX CUCTEMAaxX Ta Mepekax: HaBd. 1mocio.
/ C.I'. Cemenos, A.O. Ilogopoxusk, O.1. banernko, C.1O. I'aBpunenko — X.: HTY
«XTI1I», 2019.— 251 c.

2. Ulermnos A.1O. 3axucT ~ KOMIT'IOTEpHOI  iHopmarii  Bix
HecaHkIionoBaHoro poctyny / A.lO. lernos. — CI16.: Hayxka i Texsnika, 2020.
—384c.

3. Inpopmaniiina Ge3neka: HaBuanbHui mocionuk / F0.4. Bbobamno, L.B.
I'opbatuii, M.J|.Kicennmunuk, A.Il.bonmapes, C.C.Boiitycik, A.S.I'opreHtok,
O.A.HemkoBa, [.M.XKypasens, b.M.bepeswok, €.I.Skoserko, B.[.Otenxo,
[.A. Tumuk; 3a 3ar. pen. A-pa TexH. HayK, npod. F0.5.bobana ta 1-pa TexH. HayK,
noir. .B.I'op6aroro. — JIseiB: BunaBuuireo JIbBiBcbKOI mosiTexHiku, 2019, —
580 c.

Inpopmaniiini
pecypcu

1. https://www.delphiplus.org/politiki-
informatsionnoibezopasnosti/standarty-iso-iec-17799-2005-bs-7799-1-
2002.html — Mixknapoanmii cranpapt ISO/IEC 17799:2005 (BS 7799-
1:2002) VYmpapninas iHpopMaliiiHOW Oe3nekord —  [HpopMmariiiHi
texHosorii»  («Information  Technology —  Information  Security
Managementy);

2. https://seedsecuritylabs.org/ —  Hands-on Labs for Security Education
[Enextponnuii pecypc]
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